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* * * Start of the 1st change * * *
6.6.4
Procedures
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Figure 6.6.4-1: Procedure for subscription to network performance analytics

1.
The NF sends Nnwdaf_AnalyticsSubscription_Subscribe or Nnwdaf_AnalyticsInfo_Request (Analytics ID="Network Performance", Target of Analytics Reporting= "Internal Group Identifier", Analytics Filter="Area of Interest" and Observation Period(s)) to the NWDAF.

2a-2d.
The NWDAF discovers from NRF the AMF(s) belonging to the AMF Region(s) that include(s) the Area of Interest and subscribes to NF load information from NRF about these AMF(s).

3a-3b.
The NWDAF subscribes to OAM services to get the load information on the Area of Interest, following the procedure captured in Clause 6.2.3.2.

Editor's note:
The exact SA WG5 service, granularity (NF, eNB) and measurement or KPI that are used for load.

4a-4b.
The NWDAF collects the number of UEs located in the Area of Interest from AMF using Namf_EventExposure_Subscribe service, including the Target of Event Reporting provided as an input parameter (i.e. any UE or Internal Group Identifier).
Editor's note:
An Event ID such as "Number of UEs present in a geographical area" needs to be added to TS 23.502 [3] clause 5.2.2.3.1, as currently this Event ID is only specified for NEF.
5.
The NWDAF derives the requested analytics.

6.
The NWDAF sends Nnwdaf_AnalyticsSubscription_Notify or Nnwdaf_AnalyticsInfo_Request response (one or more instances of the n-tuple (Load in Area of Interest and number of UEs, timestamp) SubscriptionCorrelationId, Probability of assertion).

7-8. A change of network performance information, i.e. change in the load in the area of interest at the observed period, is detected by OAM, or a change in the NF load information is reported by NRF, and is notified to NWDAF.

9.
The NWDAF derives new analytics based on the most recent data collected.

10.
The NWDAF provides a notification using Nnwdaf_AnalyticsSubscription_Notify (one or more instances of the n-tuple (Load in Area of Interest and number of UEs, timestamp) SubscriptionCorrelationId, Probability of assertion.
* * * End of the 1st change * * *
* * * Start of the 2nd change * * *
6.7.2.4
Procedures

The NWDAF can provide UE mobility related analytics, in the form of statistics or predictions or both, to another NF or to an AF. When the AF is untrusted, the AF will request analytics via the NEF, and the NEF will then convey the request to NWDAF.
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Figure 6.7.2.4-1: UE mobility analytics provided to an NF or trusted AF

1.
The NF or trusted AF sends a request to the NWDAF for analytics on a specific UE or a group of UEs, using either the Nnwdaf_AnalyticsInfo or Nnwdaf_AnalyticsSubscription service. The NF or AF can request statistics or predictions or both. The type of analytics is set to UE mobility information. The NF or AF provides the UE id or Internal Group ID inthe Target of Analytics Reporting.

2.
If the request is authorized, and in order to provide the requested analytics, the NWDAF may subscribe to events with all the serving AMFs for notification of location changes. This step may be skipped when e.g. the NWDAF already has the requested analytics available.

Editor's note:
Details for NWDAF collecting data from other NFs, AFs and OAM are FFS.

Editor's note:
How the NWDAF retrieves the serving AMFs is FFS.

3.
The NWDAF derives requested analytics.

4.
The NWDAF provide requested UE mobility analytics to the NF or trusted AF, using either the Nnwdaf_AnalyticsInfo_Response or Nnwdaf_AnalyticsSubscription_Notify, depending on the service used in step 1. The details for UE mobility analytics provided by NWDAF are defined in clause 6.7.2.3.
5-6. If at step 1, the NF or trusted AF has subscribed to receive notifications for UE mobility analytics, the NWDAF may generate new analytics and provide them to the NF or trusted AF.

* * * End of the 2nd change * * *
* * * Start of the 3rd change * * *
6.7.4.4.1
NWDAF-assisted expected UE behavioural analytics
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Figure 6.7.4.4.1-1: NWDAF assisted expected UE behavioural analytics procedure

1.
5GC NF (e.g., AMF, SMF, AF and UDM) to NWDAF: Nnwdaf_AnalyticsInfo_Request (Analytics ID, Target of Analytics Reporting=SUPI) or Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID, Target of Analytics Reporting =SUPI).


The Analytics ID is set to "UE Mobility" or to "UE Communication"," and the consumer request predictions.

2a-b.
[Conditional] The NWDAF requests to AMF Namf_EventExposure_Subscribe (Event ID, SUPI), to request location report for the UE, if the Analytics ID is set to "UE Mobility", unless the information is available.

2c-d.
[Conditional] The NWDAF requests to SMF Nsmf_EventExposure_Subscribe (Event ID, SUPI), to request communication report for the UE, if the Analytics ID is set to "UE Communication", unless the information is available.

3.
The NWDAF derives requested analytics, i.e. predictions.

4.
NWDAF to 5GC NF: Nnwdaf_AnalyticsInfo_Response or Nnwdaf_AnalyticsSubscription_Notify.


The NWDAF provides requested Expected UE behaviour to the NF, using either Nnwdaf_AnalyticsInfo_Response or Nnwdaf_AnalyticsSubscription_Notify, depending on the service used in step 1.

5-6.
If the NF subscribed to at step 1, when the NWDAF generates new analytics, it provides the new generated analytics to the NF.

* * * End of the 3rd change * * *
* * * Start of the 4th change * * *
6.7.5.4
Procedure
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Figure 6.7.5.4-1: Procedure for NWDAF assisted misused or hijacked UEs identification

1a.
A consumer NF subscribes to NWDAF using Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID set to "Abnormal behaviour", Target of Analytics Reporting = Internal-Group-Identifier or SUPI).


A consumer NF may subscribe to abnormal behaviour notification from NWDAF for a group of UEs or a specific UE. The Analytics ID indicates the NWDAF to identify misused or hijacked UEs through abnormal behaviour analytic. 

1b.
AF to NWDAF: Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID, Target of Analytics Reporting = External-group identifier or External UE ID).

For untrusted AFs, the AF sends the subscription via a NEF, where the AF invokes NEF service Nnef_AnalyticsSubscription_Subscribe (Analytics ID, Target of Analytics Reporting = External-group-identifier or External UE ID).

An AF may also subscribe to abnormal behaviour notification from NWDAF for a group of UEs or a specific UE, where the subscription message may contain expected UE behaviour parameters identified on the application layer. If an External-Group-Identifier is provided by the AF, the NEF interrogates UDM to map the External-Group-Identifier to the Internal-Group-Identifier and obtain SUPI list corresponding to the Internal-Group-Identifier. 

2.
NWDAF to AMF (Conditional): Namf_EventExposure_Subscribe (Event ID(s), Internal-Group-Identifier or SUPI).


The NWDAF sends subscription requests to the related AMF to collect UE behavioural information if it has not subscribed such data.  

The AMF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.

NOTE 1:
Based on operator's configuration, the NWDAF can request the AMF to check whether the UE's behaviour matches its expected UE behavioural information. In this case, the AMF sends event reports to the NWDAF only when it detects that the UE's behaviour deviated from its expected UE behaviour.
Editor´s note:
Whether new event ID(s) or Event Filters needs to be defined for reporting UE behaviour deviating from its expected UE behaviour is FFS.
3.
NWDAF to SMF (Conditional): Nsmf_EventExposure_Subscribe (Event ID(s), Internal-Group-Identifier or SUPI).


The NWDAF sends subscription requests to the related SMF if it has not subscribed such data.  

The SMF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.
NOTE 2:
Based on operator's configuration, the NWDAF can request the SMF to check whether the UE's behaviour matches its expected UE behavioural information. In this case, the SMF sends event reports to the NWDAF only when it detects that the UE's behaviour deviated from its expected UE behaviour.

Editor´s note:
Whether new event ID(s) or Event Filters needs to be defined for reporting UE behaviour deviating from its expected UE behaviour is FFS.

4.
The NWDAF performs data analytics for misused or hijacked UEs identification. Based on the analytics and operator's policies the NWDAF determines whether to send a notification to 5GC NFs or the AF.

5a.
NWDAF to consumer NF (AMF or PCF or SMF depending on the subscription) (Conditional): Nnwdaf_AnalyticsSubscription_Notify (Analytics ID, (Exception ID, Internal-Group-Identifier or SUPI, Exception level)).


If the NWDAF determines to send a notification to the subscribed 5GC NFs, the NWDAF invokes Nnwdaf_EventSubscription_Notify services. Based on the notification, the 5G NFs adopt configured actions to resolve/mitigate/avoid the risks as described in the Table 6.7.5.3-1.
5b.
NWDAF to AF (Conditional): Nnwdaf_AnalyticsSubscription_Notify (Analytics ID, (Exception ID, External UE ID)).


If the NWDAF determines to send a notification to the subscribed AF, the NWDAF needs to include external UE ID of the identified UE into the notification message.

NOTE 3:
Based on the notification, the AF can adopt corresponding actions, e.g. adjusting recommended TCP Window Size, adjusting recommended Service Start and End.

* * * End of the 4th change * * *
* * * Start of the 5th change * * *
6.8.4.1
Procedure for one-time or continuous reporting of analytics for user data congestion in a geographic area

The procedure as depicted in Figure 6.8.4.1-1 is used by an NF to retrieve congestion analytics for a specific geographic area. The procedure can be used to request a one-time or continuous reporting of congestion analytics.
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Figure 6.8.4.1-1: Procedure for one-time or continuous reporting of analytics for congestion in a geographic area

For one-time reporting:

1.
The NF sends Nnwdaf_AnalyticsInfo_Request to NWDAF, indicating request for analytics for congestion in a specific location. The NF can request statistics or predictions or both. The type of analytics is set to user data congestion analytics for transfer over user plane, control plane, or both, the Analytics Filter is set to a location (e.g. ECGI, TA).
2-3. If the request is authorized, and in order to provide the requested analytics, the NWDAF may request the congestion status for the requested location from OAM services following the data collection from OAM procedure as captured in 6.2.3.2. If the NWDAF already has information about the congestion status for the requested location, these steps are omitted.

Editor's note:
The exact SA5 service used is FFS.

4.
The NWDAF derives requested analytics.

5.
The NWDAF provides the analytics for congestion to the NF.

For continuous reporting:

6.
The NF sends Nnwdaf_AnalyticsSubscription_Subscribe Request to the NWDAF, indicating request for analytics for congestion in a specific location (e.g. ECGI, TA), possibly with thresholds. The NF can request statistics or predictions or both. The type of analytics is set to user data congestion analytics for transfer over user plane, control plane, or both.
7-8. The NWDAF subscribes to OAM services following the data collection from OAM procedure as captured in 6.2.3.2 to get the user data congestion status for the requested location, possibly providing congestion level thresholds.

Editor's note:
The exact SA5 service used is FFS.

9.
The NWDAF derives requested analytics.

10.
The NWDAF provides the analytics for congestion to the NF.

11.
A change of user data congestion status corresponding to crossing a threshold set by the NWDAF is detected by OAM and notified to NWDAF.

12.
The NWDAF derives new analytics.

13.
The NWDAF provides a notification for analytics for the user data congestion to the NF.

6.8.4.2
Procedure for one-time or continuous reporting of analytics for user data congestion for a specific UE

The procedure as depicted in Figure 6.8.4.2-1 is used by an NF to retrieve user data congestion analytics for a specific UE. The procedure can be used to request a one-time or continuous reporting of user data congestion analytics.
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Figure 6.8.4.2-1: Procedure for one-time or continuous reporting of analytics for congestion for a specific UE

For one-time reporting:

1.
The NF sends Nnwdaf_AnalyticsInfo_Request to NWDAF, requesting for analytics for user data congestion for a specific UE id. The NF can request statistics or predictions or both. The type of analytics is set to user data congestion analytics for transfer over user plane, control plane, or both, the Target of Analytics Reporting is set to UE id.
2-5. The NWDAF may already know the UE location. If not, the NWDAF checks the UE location by first retrieving the AMF serving the UE (steps 2-3) and then by interrogating the AMF about the UE location.

6-7. The NWDAF requests the user data congestion status for the UE location from OAM services (as captured in 6.2.3.2). These steps are omitted if the NWDAF already has the information.

Editor's note:
The exact SA5 service used is FFS.

8.
The NWDAF derives requested analytics.

9.
The NWDAF provides the analytics for congestion to the NF.

For continuous reporting:

10.
The NF sends Nnwdaf_AnalyticsSubscription_Subscribe Request to the NWDAF. The NF can request for statistics or for predictions or for both. The type of analytics is set to user data congestion analytics for transfer over user plane, control plane, or both.
11.
The NWDAF determines the UE location, either via internal information or by applying the same steps as steps 2 to 5. The NWDAF then determines an area of interest.

12-13. The NWDAF subscribes to OAM services (as captured in 6.2.3.2) to get the user data congestion status for the UE location, possibly providing congestion level thresholds.

Editor's note:
The exact SA5 service used is FFS.

14.
The NWDAF derives requested analytics.

15.
The NWDAF provides the analytics for user data congestion status information to the NF.

16-17. The NWDAF subscribes to UE mobility event notification in order to be informed when the UE moves out of the area of interest (in order to define a new area of interest and request new information to OAM if the UE moves to a different area).

18.
A change of user data congestion status corresponding to crossing a threshold set by the NWDAF is detected by OAM and notified to NWDAF.

19.
The NWDAF derives new analytics.

20.
The NWDAF provides a notification for analytics for the user data congestion status information to the NF.

* * * End of the 5th change * * *
* * * Start of the 6th change * * *
6.7.3.4
Procedures
The NWDAF can provide UE communication related analytics, in the form of statistics or predictions or both, to a 5GC NF.
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Figure 6.7.3.4-1: Procedure for UE communication analytics

1.
5GC NF to NWDAF: Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID=UE communication analytics, Target of Analytics Reporting=SUPI(s)).

5GC NF sends a request to the NWDAF for analytics on a specific UE(s), using either Nnwdaf_AnalyticsInfo or Nnwdaf_AnalyticsSubscription_Subscribe service. The analytics type indicated by "Analytics ID" is set to "UE communication". The Target of Analytics Reporting is set to SUPI or a list of SUPI. 

2a-b.
NWDAF to AF (Optional): Naf_EventExposure_Subscribe (Event ID, external UE ID).

In order to provide the requested analytics, the NWDAF may subscribe per application communication information from AFs for the UE. The Event ID indicates communication report for the UE which is requested by the 5GC NF in the step 1. The external UE ID is obtained by the NWDAF based on UE internal ID, i.e., SUPI.

This step is skipped if the NWDAF already has the requested analytics available or has subscribed to the AF.

2c-d.
NWDAF to SMF: Nsmf_EventExposure_Subscribe (Event ID, SUPI).

In order to provide the requested analytics, the NWDAF subscribes to UE session information from SMFs. 

3.
The NWDAF derives requested analytics, in the form of UE communication statistics or predictions or both.

4.
NWDAF to 5GC NF: Nnwdaf_AnalyticsInfo_Response or Nnwdaf_AnalyticsSubscription_Notify.

The NWDAF provides requested UE communication analytics to the NF, using either Nnwdaf_AnalyticsInfo_Response or Nnwdaf_AnalyticsSubscription_Notify, depending on the service used in step 1.

5-6.
If the NF subscribed UE communication analytics at step 1, when the NWDAF generates new analytics, it provides the new generated analytics to the NF.

* * * End of all changes * * *
_1619449476.doc


NWDAF







Data collection from OAM 







Nnrf_Management_NfStatus_Notify







-







2d







Nnrf_Management_NfStatus_Subscribe 







-







2c







Notification







 







-







8







fStatus_Notify







Nnrf_Management_N







 







-







7







NWDAF derives new analytics







 







-







9







Nnwdaf_AnalyticsSubscription_Notify







 







-







10















3a /3b - 







NRF







NWDAF derives new analytics







 







-







5







/ Nnwdaf_AnalyticsSubscription_Notify







Nnwdaf_AnalyticsInfo_Response







-







6







Nnrf_ NFDiscovery_Request Response







-







2b







Nnrf_NFDiscovery_Request (AMF Region) 







-







2a







Namf_EventExposure_Notify







-







4b







Namf_EventExposure_Subscribe 







-







4a







AMF







/ Nnwdaf_AnalyticsSubscription_Subscribe 







Nnwdaf_AnalyticsInfo_Request 







-







1















NF







OAM







 












_1620449230.vsd

NF
NWDAF
1. Nnwdaf_AnalyticsInfo_Request (type of analytics = congestion information, Analytics Filter = location)
OAM
5. Nnwdaf_AnalyticsInfo_Request response (location, congestion information)
6. Nnwdaf_AnalyticsSubscription_Subscribe Request (type of analytics = congestion information, Analytics Filter = location)
10. Nnwdaf_AnalyticsSubscription_Subscribe Response (location, congestion information)
One-time reporting
Continuous reporting


4. NWDAF derives requested analytics
9. NWDAF derives requested analytics
2-3.  Data Collection 
from OAM Procedure,
(Input: location, output: congestion)
7-8.  Data Collection 
from OAM Procedure, 
(Input: location, congestion threshold output: congestion)
13. Nnwdaf_AnalyticsSubscription_Notify (location, congestion information)
11. Notification
12. NWDAF derives new analytics



_1622993249.doc


5d. Nsm_EventExposure_Notify







5b. Naf_EventExposure_Notify







6. NWDAF derives new analytics







/ Nnwdaf_AnalyticsInfo_Notify







7. Nnwdaf_AnalyticsInfo_Response







/ Nnwdaf_AnalyticsInfo_Notify







4. Nnwdaf_AnalyticsInfo_Response







3. NWDAF derives new analytics







2d. Nsm_EventExposure_Notify







2c. Nsmf_EventExposure_Subscribe 







2b. Naf_EventExposure_Notify







2a. Naf_EventExposure_Subscribe 







SMF







AF







/ Nnwdaf_AnalyticsInfo_Subscribe 







1. Nnwdaf_AnalyticsInfo_Request 







NWDAF







NF












_1620449228.doc


Consumer NF







 







s new analytics







NWDAF derive







 







-







5







 







/ Nnwdaf_AnalyticsInfo_Notify







 







Nnwdaf_AnalyticsInfo_Response







-







6







 







/ Nnwdaf_AnalyticsInfo_Notify







 







Nnwdaf_AnalyticsInfo_Response







-







4







 







NWDAF derives new analytics







 







-







3







 







Nsm_EventExposure_Notify







-







2d







 







Nsmf_EventExposure_Subscribe 







-







2c







 







entExposure_Notify







Namf_Ev







-







2b







 







Namf_EventExposure_Subscribe 







-







2a







 







SMF







 







AMF







 







/ Nnwdaf_AnalyticsInfo_Subscribe 







 







Nnwdaf_AnalyticsInfo_Request 







-







1







 







NWDAF







 







 












NF
NWDAF
1. Nnwdaf_AnalyticsInfo_Request (type of analytics = congestion information, target for analytics = location)
OAM
5. Nnwdaf_AnalyticsInfo_Request response (location, congestion information)
6. Nnwdaf_AnalyticsSubscription_Subscribe Request (type of analytics = congestion information, target for analytics = location)
10. Nnwdaf_AnalyticsSubscription_Subscribe Response (location, congestion information)
One-time reporting
Continuous reporting


4. NWDAF derives requested analytics
9. NWDAF derives requested analytics
2-3.  Data Collection 
from OAM Procedure,
(Input: location, output: congestion)
7-8.  Data Collection 
from OAM Procedure, 
(Input: location, congestion threshold output: congestion)
13. Nnwdaf_AnalyticsSubscription_Notify (location, congestion information)
11. Notification
12. NWDAF derives new analytics



NF
NWDAF
1. Nnwdaf_AnalyticsInfo_Request (type of analytics = congestion information, target for analytics = UE id)
OAM
6-7. Data collection from OAM
(Input: location, Output:congestion)
9. Nnwdaf_AnalyticsInfo_Request response (UE id, congestion information)
10. Nnwdaf_AnalyticsSubscription_Subscribe Request (type of analytics = congestion information, target for analytics = UE id)
12-13. Data collection from OAM
(Input: location, congestion threshold  Output: congestion)
15. Nnwdaf_AnalyticsSubscription_Subscribe Response (UE id, congestion)
20. Nnwdaf_AnalyticsSubscription_Notify (UE id, congestion information)
18. Notification (congestion)
UDM
AMF
2. Nudm_UECM_Get Request (UE id, NF type=AMF)
3. Nudm_UECM_Get Request (AMF ID)
4. Namf_EventExposure_Subscribe Request (UE id, event = location, one time reporting)
5. Namf_EventExposure_Subscribe Response (UE location)
One-time reporting

Continuous reporting

11. Derive area of interest for the UE
16. Namf_EventExposure_Subscribe Request (UE id, event = UE moving out of area of interest)
17. Namf_EventExposure_Subscribe Response
8. NWDAF derives requested analytics
14. NWDAF derives requested analytics
19. NWDAF derives new analytics



_1612938578.vsd
�

NF/AF


NWDAF


6.Nnwdaf_AnalyticsSusbcription_Notify


1.Nnwdaf_AnalyticsInfo_Request / Nnwdaf_AnalyticsSubscription_Subscribe (type of analytics = UE mobility information, target of analytics = UE id or group ID)


4.Nnwdaf_AnalyticsInfo_Response / Nnwdaf_AnalyticsSubscription_Notify


AMF


3. NWDAF derives requested analytics


2a. Namf_EventExposure_Subscribe


2b. Namf_EventExposure_Notify


5. New analytics generated for this UE



